














ARCHITECTURE AND SECURITY

Technology designed
for the regulated
environment

PEDRA® can be deployed across the organisation’s
environments — on-premises, in the cloud, in a hybrid
environment or in a virtualised environment — and
integrates with transactional systems in two ways: periodic
batch uploads and real-time online services.

H upload

frequency agreed with the organisation (daily,
ly, monthly). A central point collects the
action data to feed into the POST analysis.

e Services: APIs for customer onboarding
ation and real-time transaction processing,

rated into the bank’s workflows.



Technology stack

Component Tech

Web - Front ASP.NET on .NET Framework 4.7

Web - Back C# on .NET Framework 4.7

Database Microsoft SQL Server (recommended) - compatible with Oracle
APIs On Line C# on ASP.NET Core 7

Safety mechanisms
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Windows Authentication Communications encryption
Named users in the organisation’s domain SSL/TLS client-server encryption on
(Active Directory). PEDRA® delegates Microsoft IS and HTTPS protocol
authentication to the domain server. configuration.
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Permission Service: Input validation

A custom class that validates the user, Checking files, URLs, cookies and

profile, navigation, permitted URLs and GET/POST fields for potentially dangerous
inactivity time. input.




ORGANISATIONS THAT PUT THEIR TRUST IN PEDRA

Working in banking,
investment and insurance

PEDRA® is in use at leading organisations in
the financial and insurance sectors, with
the KYC-TM, DMO-F19, Screening, Online
and FATCA-CRS modules, depending on
the scope of each project.

+10 years

Banking and investment in production at high-level
organisations
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IMPLEMENTATION MODEL

From signing to
production in six

months

A standard six-month plan for implementation and

go-live with the agreed functionalities.

The scope may be extended depending on the

organisation’s requirements.

KICK OFF
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Kick-off — Start
A bespoke class that validates the user, profile,
navigability, permitted URLs and idle time.

Development - 3,5 months
Loading interfaces, automation, scenarios, module
customisation, validation and testing.

Commissioning
Production roll-out, final testing, training and
documentation.

Environment requirement

4aM 5M 6M

Design - 2 months
Environments, data models, source data, data
quality, scenarios and customer scoring.

Implementation — 2 months

Deployment to the UAT environment, load and
scenario testing, final adjustments prior to going
live.

Monitoring
Post-implementation project for the maintenance
and further development of PEDRA®.

Windows Server 2019 servers (web and database), SQL Server 2019, 1IS 10. User workstations with a
standard browser (Edge, Chrome, Firefox). Licences and basic hardware are provided by the organisation.




Ready to modernise
your AML?

A guided demonstration of reference data, led by a

PEDRA® specialist, to view the full compliance cycle on
the platform.

izertis.com




